Internal Audit
Confidential Report

Public Sector Internal Audit Standards
External Assessment of Sheffield City Council

Date: March 2017
Report Status: Final

Our assessment concludes that Sheffield City Council’s Internal Audit Service Generally
Conforms with the requirements of the Public Sector Internal Audit Standards.

Generally Conforms means the assessor has concluded that the relevant structures,
policies, and procedures of the activity, as well as the processes by which they are
applied, comply with the requirements of the individual Standard or element of the
Code of Ethics in all material respects. For the sections and major categories, this means
that there is general conformance to a majority of the individual Standards or elements
of the Code of Ethics, and at least partial conformance to the others, within the
section/category. This is the highest assessment opinion that can be given.
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Report Recipients

Name Title Reason for receiving the
report

Eugene Walker Interim Executive Director, Resources For Information
(5151 officer)

Josie Paszek Chair of the Audit and Standards For Information
Committee

David Phillips Head of Strategic Finance For Information

Kayleigh Inman Senior Finance Manager, Internal Audit | Action
(Chief Audit Executive)

Assessment Team

Name Title

Tim Pouncey Chief Audit Executive

Sonya McDonald Acting Head of Audit

Louise Ivens Principal Audit Manager
Declaration

|, Tim Pouncey confirm that | am a CCAB qualified accountant, and have over 30 years audit
experience, including 10 as the Head of Audit. This experience has been gained in local
government and | currently undertake the role of Chief Audit Executive for Leeds City
Council. | confirm that | have no conflict of interest in performing this assessment of
Sheffield City Council’s Internal Audit Service, | am not a part of, or under the control of
Sheffield City Council.
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2.1
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2.3

Assessment Details
Introduction and background

The Public Sector Internal Audit Standards (PSIAS) came into force from 1 April 2013
(updated March 2016). The Standards apply the Institute of Internal Auditors (l1A)
International Standards to the UK public sector and are mandatory. The objectives of
the PSIAS are to:

e Define the nature of internal auditing within the UK public sector

e Set basic principles for carrying out internal audit in the UK public sector

e Establish a framework for providing internal audit services, which add value
to the organisation, leading to improved organisational processes and
operations, and

e Establish the basis for the evaluation of internal audit performance and to
drive improvement planning.

The PSIAS include a definition of Internal Auditing, a Code of Ethics and eleven
specific standards. The PSIAS introduced a requirement for an external assessment
of an organisation’s internal audit function, which must be conducted at least once
every five years by a qualified, independent reviewer from outside of the
organisation.

The Core Cities Internal Auditor Group developed a Terms of Reference that outlined
the methodology for the external assessments. The Terms of Reference were
approved by the Audit Committee on the 14" April 2016.

Approach/Methodology

We reviewed the self-assessment which had been completed by the Senior Finance
Manager and evaluated the documentation that supported the responses.

Meetings were held with:
e FEugene Walker, S151 Officer
e Josie Paszek, Chair of the Audit Committee

e Simon Green, Executive Director (Place); and
e Kayleigh Inman, Senior Finance Manager (Internal Audit)

We reviewed a sample of audit engagements during our on site visit.
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3.3
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3.5

3.6

Executive Summary

Our assessment concludes that Sheffield City Council’s Internal Audit Service
Generally Conforms with the requirements of the Public Sector Internal Audit
Standards.

Generally Conforms means the assessor has concluded that the relevant structures,
policies, and procedures of the activity, as well as the processes by which they are
applied, comply with the requirements of the individual Standard or element of the
Code of Ethics in all material respects. For the sections and major categories, this
means that there is general conformance to a majority of the individual Standards or
elements of the Code of Ethics, and at least partial conformance to the others, within
the section/category. This is the highest assessment opinion that can be given.

It was clear from our on-site visit and interviews that the Internal Audit service is a
highly valued, professional and respected team which is actively contributing to
improving the control environment of the Council.

Of the 349 questions within the PSIAS Local Government Application Note, the
Internal Audit Service fully conforms in 311 areas, partially conforms in 28 areas and
does not conform in 10 areas. In common with the other core cities assessments,
most of the areas of non-conformance are generally accepted practice. Where the
guestions were not applicable we have deemed this to be fully conformant.

The majority of the areas of non and partial conformance detailed within this report
have already been identified by the service and documented in the self-assessment.
The details are included in the action plan attached Appendix 1, alongside the
additional findings from our review and recommendations that may further develop
and enhance the operation of the Internal Audit section.

The areas of non-conformance and the impact of these should be reported to senior
management and the Audit Committee together with the action plan as a result of
this external assessment. The summary of the assessment is detailed in the table
below.
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4.1

4.1.1

4.1.2

4.2

4.2.1

4.2.2

423

4.2.4

4.2.5

Detailed Findings

Definition and Code of Ethics

From evidence obtained during this review, we can confirm that Internal Audit is independent,
objective and uses a systematic and disciplined approach to evaluate and improve the
effectiveness of risk management, control and governance processes within the Council.

There are appropriate arrangements in place to ensure that the section demonstrates integrity,
objectivity, confidentiality, competency and that auditors have regard to the Seven Principles of

Public Life.

Attribute Standards

Standard 1000: Purpose, Authority and Responsibility

The Internal Audit Charter explains that the Senior Finance Manager (Internal Audit) reports to
the Head of Strategic Finance, who in turn reports to the Interim Director of Finance and
Commercial Services, who in turn reports to the Acting Executive Director of Resources.

The Senior Finance Manager (SFM) is the designated ‘Chief Audit Executive’, as defined in the
Public Sector Internal Auditing Standards. ‘The Board’ is defined as the Audit Committee and
‘Senior Management’ is defined as the Executive Management Team.

The self-assessment identified one non-conformance in relation to the organisational
independence of Internal Audit (SA 10i). This related to the SFM recently taking on management
responsibility for the External Funding Team. The change in responsibilities had taken place in
November 2016 and the overarching governance arrangements that would ensure that any
potential independence issues are appropriately managed had yet to be finalised at the time of
our visit. The Charter should be updated to confirm how the SFM will demonstrate
independence from this area and avoid conflicts of interest (SA 10 m).

In our opinion the Charter partially conforms in some areas of the standard and should be
refined in order to fully conform. These areas are contained in the action plan. By updating the
Charter in these areas, the internal audit section would fully conform with the purpose, authority
and responsibility standard.

Standard 1100 Independence and Objectivity

The self-assessment identified four areas of non-conformance with this area of the standard. We
agree with this assessment and have identified two further areas of partial conformance. These
relate to reporting arrangements within SCC. The expectation of the standard is that the person
undertaking the role of the CAE reports to an organisational level equal or higher than the
corporate management team. However the reporting arrangements at SCC have been fully
disclosed in their charter and to the Audit Committee.
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4.2.6

4.2.7

4.2.8

4.2.9

4.2.10

4.2.11

4.2.12

4.2.13

The other non conformances in this standard relate to HR arrangements around the
appointment, removal and appraisal of the person undertaking the role of the CAE. The
expectation of the standard is that the Audit Committee contributes to these HR processes. The
arrangements at SCC are that the SFM is appraised and appointed in line with the HR policies of
the organisation. This is in common with other core cities.

The review confirmed that the SFM has direct and unrestricted access to senior management
and the Audit Committee as required by the standards.

Standard 1200 Proficiency and Due Professional Care

All staff are either professionally qualified or are studying for a professional qualification.
Internal Auditors have an annual and mid-year appraisal, this includes the discussion of areas for
staff development. Areas of training are discussed during regular one to one meetings with
Audit Managers or at the quarterly service planning meetings. An area for improvement
identified by the service in their self-assessment was regarding maintaining a record of
professional development and training activities (SA 52).

Our onsite review confirmed that training provided by the council is recorded electronically on
Myview, with staff retaining personal responsibility for the maintenance of their own continuing
professional development training records.

The self-assessment identified that there are opportunities to make greater use of data
matching/continuous audit techniques (SA 46). We agree that further development in this area is
required in order to fully conform with the standard and would benefit the section by enhancing
audit coverage.

Standard 1300 Quality Assurance and Improvement Programme (QAIP) and 1320 Reporting on
the QAIP

The standards require that a QAIP is developed that covers all aspects of the internal audit
activity and enables conformance with the PSIAS to be evaluated. Evaluation against the PSIAS
should be undertaken through internal and external assessments. Internal assessments at SCC
include ongoing supervision and monitoring, discussion of key performance indicators on a
quarterly basis with the internal audit team and annual audits of a sample of engagements for
compliance with internal procedures.

The service has identified two partial conformances in this area of the standard. These relate to
reporting the results of the QAIP to senior management and the Audit Committee, and progress
against improvement plans. In our opinion one of these partial conformances should be
reported as a non-conformance.

The QAIP is submitted to the Audit Committee with the Annual Report and sets out how the
Internal Audit section demonstrates that it performs its work in line with the PSIAS. The QAIP, in
its current format, does not include the areas that the section has identified for improvement.
The addition of an action plan to the QAIP which details the non and partial conformances that
have been identified through the self-assessment and this review, would satisfy the
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4.3

43.1

43.2

4.3.3

434

4.3.5

4.3.6

requirements of this standard. The QAIP and the action plan should then be reported to senior
management and the Audit Committee.

Performance Standards

Standard 2000 Managing the internal audit activity

The standards require that an assurance mapping exercise is undertaken as part of identifying
and determining the approach to using other sources of assurance. The SFM confirmed that the
development of assurance mapping currently rests with Legal and Governance Services and is in
the process of being progressed.

Although the absence of assurance maps presents a risk that there may be gaps or duplication in
assurance coverage across the council, our review confirmed that Internal Audit has worked in a
risk-based manner to develop their audit coverage. The section had mapped their audit coverage
over the past three financial years against the risk register and the audit planning methodology
takes into account the corporate and portfolio risk registers, the views of stakeholders and other
key sources of information. The methodology is included in the Annual Plan which was approved
by the Audit Committee in April 2016.

A requirement of this standard is that the risk based plan includes the approach to using other
sources of assurance and any work that may be required to place reliance upon those sources.
During our review, we were advised that there had been external assurance provision for ICT
areas for previous financial years. If these assurances are required by an external provider in the
future, it is suggested that this forms part of the assurance mapping exercise.

An area that we have identified for consideration during our review is the reporting to the Audit
Committee of changes made to the audit plan as part of the mid-year review (SA 101). The SFM
undertakes a mid-year review of the audit plan and where appropriate removes audits in the
plan where they will not be undertaken and replace these with audits from the first call list. This
is reported to the Head of Strategic Finance but not to the Audit Committee until the Annual
Report is issued. It is recommended that the Charter is updated to include the circumstances
where changes to the audit plan are reported to the Audit Committee.

Standard 2100 Nature of the work

Internal Audit has a guidance manual on the shared electronic drive which provides background
information to the section and contains detailed procedure notes. There is a disciplined
approach to managing and undertaking the audits which is recorded on an electronic audit
system.

Standard 2200 Engagement Planning
One area of partial conformance detailed in the self-assessment has been identified in respect of
the inclusion of resource allocations in the Terms of Reference for audit engagements. Terms of

Reference are prepared for each audit and as part of procedures must be signed off by a Finance
(Audit) Manager or the SFM. The Terms of Reference include the objectives, the scope of the
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4.3.8

4.3.9

4.3.10

4.3.11

4.3.12

4.3.13

audit and timescales for completing the work.

Engagement objectives and scope are set with regard to factors detailed in the PSIAS. The Audit
Management Team set the engagement resource allocation so that it matches the complexity,
nature and time constraints of the audit. Work programmes are documented on the electronic
audit system and procedures are in place to ensure that they are signed off at appropriate stages
by the reviewer.

Standard 2300 Performing the Engagement

The audit review process should ensure that PSIAS requirements regarding identification of
information, analysis and evaluation and documentation of information are considered during
every audit. We reviewed a sample of audit engagements during our visit and found these to be
in line with the section’s documented procedures. A minor area for improvement has been
suggested in the Action Plan.

Standard 2400 Communicating Results

The standards encourage internal auditors to acknowledge satisfactory performance in
engagement communications (SA 184) in addition to highlighting areas for improvement. Audit
reporting at Sheffield City Council is on an exceptions basis and therefore does not include detail
on areas where good performance has been identified during the audit. However, our interviews
with senior officers confirmed that the audit reports met their needs, were clearly written and
focussed on the ‘right things’.

We have identified some areas of partial conformance with regard to the standards on the
overall opinion in the Annual Report. The annual internal audit opinion must conclude on the
overall adequacy and effectiveness of the organisations framework of governance, risk
management and control. The Annual Report does contain an opinion, however this could be
strengthened to incorporate the wider coverage undertaken in the year, rather than a specific
focus on the ‘core systems’ (SA 196).

The Annual Report does not specifically mention any limitations in scope or the consideration of
related projects, including the reliance placed on other assurance providers (SA 199 b & c). If
there are no limitations in scope in the year, it is recommended that a proactive opinion is
included in the Annual Report.

Standard 2500 — Monitoring Progress

A monitoring process is in place to follow up management actions, which conforms with the
PSIAS requirements.

Standard 2600 — Communicating the Acceptance of risks
The Audit Committee is provided with a rolling report on high opinion audits and details the

progress made against the recommendations. There is a procedure in place with the Audit
Committee for reporting high/critical priority recommendations not agreed by management.
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